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NORTHFIELDS WEBSITE PRIVACY NOTICE

Our Vision

We are committed fo empowering learners to reach their full potential through a holistic education. Our
students develop an appreciation for cultural diversity while being prepared to become confident,

responsible and active global citizens.

We achieve this by:

Our Mission

e Providing our pupils with learning opportunities that maximise their potential through a structured
programme of academic and extra-curricular activities.

e Offering challenging, internationally recognised programmes and qualifications.

e Emphasising the development of socially conscious and environmentally aware global citizens, with

a compassion for others and the courage to act on their beliefs.
e Nurturing the growth of principled future leaders.
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This Privacy Nofice (“Notice”) applies to Mauritius and Europe and explains how we at Northfields
International High School (“Northfields” or “*School”) we manage and protect your personal data (referred
to as “Data”) when a person visits our website (“Visitor”) or uses the platforms either as a worker, parent or
student (a “User”).

This notice tells you who we are, what data about you we collect in connection with our website and
services, and what we do with it.

Who are we?¢

NIHS is an international school based in Mauritius.
Details of how to contact us can be found below at Who should you contact with questions?

What data about you do we collect?

We use various types of data about you for purposes connected with the management of our website or
the delivery of our learning platform services.

Visitor
We may collect and process the following information about you in order to provide you with our website
or services:
e We will collect and process the information you provide to us which includes your name, email
address, phone number, information regarding the curriculums you are interested in and other
information collected to provide the website or services.

e We will also process your name and email address tfo send you email messages about our
newsletters, product updates and other marketing materials. We will only send you such email
messages as permitted under applicable law and in line with your marketing preferences which
you can inform us at any time as described below.

e We will collect information through cookies, including analytics information about your use of our
website and information about your device, internet connection, browser, location, page and
search terms used, etc.

e Process a job application which you submit to us. We will collect and process any personal data
you provide in your CV / resume and cover letter.

Teachers and other staff
We may collect and process the following information in order to provide your school with our learning
platform services:
e yourname, title, business telephone number, details about your position at the school (e.g., subjects
you teach or how long you have worked at the school) and e-mail address in order fo
communicate with you.

e responses to our surveys you choose to take.
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e your email address to send email marketing to you, including our newsletters and updates as
permitted under applicable law and in line with your preferences.

e details of your interactions with us when you contact us via telephone or email.

Students and parents
We may collect and process the following information:
e information captured such as your name, email address, natfionality, date and place of birth,
gender, language, national ID, and parents’ names and contact details, in order to conduct
statistical analyses for our own reporting.

e email address in order to request responses or feedback from you in relation to future product
developments and educational plans.

e feedback and responses to our surveys you choose to take.

e details of yourinteractions with us when you contact us with enquiries through our customer support
system online, or via telephone or email.

For what purposes do we use data about you, and on what legal basise

Throughout your use of our website and/or our provision of services to you or a school, we use data about
you for various purposes.
The purposes for which we use data about you, with corresponding legal basis for use, are set out below:

Visitors

PURPOSE LEGAL BASIS FOR PROCESSING

Management of our website
e.g. site maintenance and analytics of
website usage (which willinclude the sharing
of data with Google Analytics).

It is our legitimate business interest to manage
and develop our website.

“~

e.g. fo send you marketing emails relafing to
product updates and other services we think
you may be interested in

Fulfilment of online services We process your data in order to provide you
with the online service which you have
requested. Our processing is based on your
consent.

Marketing We either rely on your consent or our legitimate

business interest to send email marketing to you
depending on how we collected your personal
data and the nature of our relationship. Any
email marketing will only be sent to you as
permitted by applicable law and in
accordance with your preferences which you
can update at any time as described below.
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Legal & regulatory compliance and
compliance with law enforcement requests

In some instances, we will be required by law fo
process your personal data and share it with law
enforcement or other government or regulatory
bodies. We may also choose to do so in other
circumstances, in accordance with  our
legitimate interests.

Processing a job application
e.g. if you apply for a job or position via our
website

If you decide to apply for a job with us, we will
process your personal data on the basis of our
legitimate interests in order to ascertain your
suitability for the job.

Staff members

PURPOSE

LEGAL BASIS FOR PROCESSING

Customer support activities

It is our legifimate business interest to provide
customer support to Users in order to provide
the learning platform services to schools.

Provision and management of learning
platform services to school.

It is our legitimate business interest to provide
and manage the learning platform services we
provide to schools.

Marketing

e.g. fo send you marketing emails relating to
product updates other services we think you
may be interested in

We either rely on your consent or our legitimate
business interest to send email marketing to you
depending on how we collected your personal
data and the nature of our relationship. Any
email marketing will only be sent to you as
permitted by applicable law and in
accordance with your preferences which you
can update at any time as described below.

Sharing data with other third parties Please
see "Who do we share data with and for
what purpose?” below.

It is our legitimate business interest to share
data with third parties to assist with the
purposes described below.

Legal and regulatory compliance and
compliance with law enforcement requests

In some instances, we will be required by law to
process your personal data and share it with
law enforcement or other government or
regulatory bodies. We may also choose to do
so in other circumstances, in accordance with
our legitimate interests.

\
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PURPOSE

LEGAL BASIS FOR PROCESSING

Conducting statistical analyses for reporting
e.g.to conduct data analyses that enables us
tfo improve and develop our services

It is our legitimate business interest to improve our
learning plafform services through the use of
statistical analyses and reporfing.

Customer support activities
e.g. inferacting with you via our online
customer support or by phone or e-mail

It is our legitimate business interest to provide
customer support to Users.

Feedback and surveys
e.g. to request survey responses or feedback
from you in relation to future product
developments and educational plans

It is our legitimate business interest to gather
feedback and survey results to improve user
experience and develop improved services. We
store this data in anonymised form.

Sharing data with other third parties Please
see "Who do we share data with and for what
purpose?” below.

It is our legitimate business interest to share data
with third parties to assist with the purposes
described above

Legal & regulatory compliance and
compliance with law enforcement requests

In some instances, we will be required by law fo
process your personal data and share it with law
enforcement or other government or regulatory
bodies. We may also choose to do so in other
circumstances, in accordance with our
legitimate interests.

In some instances, we may use personal data about you in ways that are not described above. Where this
is the case, we will provide a supplemental privacy notice that explains such us and consent if required.
You should read any supplemental nofice in conjunction with this nofice.

Who do we share your data with, and for what purposes?

We share data across for various purposes such as:
e Customer support activities (e.g. our online support or contacting us via our e-mail or telephone)

e Management of learning platform services
e Inquiries
e System usage and plafform hosting is provided from cloud-based solutions.

Sharing data with third parties
e If you are a User, we will share data with education partners as instructed to do so by your school
such as exam awarding bodies for exam registration, moderation and coursework submission or
integration partners, such as other school systems providers, as instructed by your school.
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¢ We may share data about you with our third-party service providers, such as professional advisors,
health related service providers or sub-contractors.

e We may share anonymised data, feedback and survey results with third-party service providers,
such as ofher school systems for research purposes.

e We may share data about you with other third parties, where required or permitted by law, for
example: regulatory authorities; government departments; in response to a request from law
enforcement authorities or other government officials;

e We may share data when we consider disclosure to be necessary or appropriate to prevent
physical harm or financial loss or in connection with an investigation of suspected or actual illegal
purpose; and

e We may share data in the context of organisational restructuring

Where might your data be processed?

As with any organisation, and as a result of the nature of our services, we are often required to fransfer
data intfernationally. Accordingly, data about you may be transferred both within our related entities and
to third parties internationally.

These countries may not have the equivalent data protection standards to the country in which you
provided your data. We will ensure that we implement appropriate data transfer mechanisms to protect
your personal data. If data is transferred outside the EU, we will only transfer such data on the basis of
a European Commission adequacy decision or, the EU Model Clauses (Standard Contractual Clauses).

How long will data about you be kept?

The period for which we may retain data about you will depend on the purposes for which the data was
collected, whether you have requested the deletion of the data, and whether any legal obligations require
the retention of the data (for example, for regulatory compliance).

We will not retain data about you for longer than is necessary to fulfil the purposes for which the data was
collected.

What rights do you have over your datae

Depending on where you are resident, you may have some or all of the following rights under applicable
law in respect of data about you which we hold:
e request us fo give you access to it, and have us provide you with a copy of any data we hold about
you

e request us to rectify or update it
e request us to erase it in certain circumstances

e request us fo restrict our using it, under certain circumstances
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e Object to our using it, in certain circumstances
e withdraw your consent to our using it, where our processing is based on consent
e data portability, in certain circumstances

e optout from our using it for email marketing. You may opt out by clicking on the unsubscribe link in
the email marketing messages we send you or by contacting us as set out below and we will always
comply with this request; and

e lodge a complaint with the supervisory authority in your country (if there is one).

You can exercise these rights, or learn more about them, by contacting us using the details below at Who
should you contact with questions?

We may be required tfo confirm your identity before we action any request from you in connection with
your data. This may involve asking you to provide idenfification documents.

Who should you contact with questions?

If you have any questions, or wish to exercise any of your rights, then you can contact our Data Protection
Officer at DPO@northfieldsinternational.school.

If we cannoft resolve your questions or concerns, you also have the right to seek judicial remedy before a
national court.

Changes to this notice

We may update this notice (and any supplemental privacy notice), from time to tfime as shown below. We
will notify of the changes where required by applicable law to do so.
Last modified on July 2020.
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